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摘  要 
随着信息技术的发展，信息的安全却面临着许多威胁和挑战。对日常使用的
文件进行加密存储是保护信息安全的有效手段。数据加密和身份认证是文件加密




1、基于 OpenCL 并行编程架构分别实现了 AES、Serpent、Twofish 和 CAST
分组加密算法的并行化。通过算法、存储器访问和内核参数的优化，在 GTX 480 
GPU 上分别取得了每秒 1354MB、 1255 MB、1354 MB、1281 MB 的加密吞吐率。
通过在 AMD X4、Intel i7 四核 CPU 和单核 AMD HD5970 GPU 测试，与串行编程
模式的 CPU 实现相比，并行编程模式下多核 CPU 取得 2～4 倍加速，GPU 则取得
17～80 倍的加速。与目前已知的并行化分组密码实现相比，本论文实现能够运行
在不同的并行处理器上，具有较好可移植性和通用性。 
2、通过 OpenCL 实现 Microsoft Office、RAR、PDF、PGP Disk 和 Truecrypt
等文件的口令恢复并行化。与串行的口令恢复相比，并行化的口令恢复在多核 CPU






































As the development of information technology，the information security becoming 
increasingly important, encrypte the files before stored is an effective means of 
protecting information security. In storage encryption systems, encryption and 
authentication are two key technologies. By now, due to the rapid development of 
Parallel processor such as GPU and mult-core CPU, encryption and authentication can 
be accelerated used parallel algorithm in this Parallel processor. So in this thesis, we 
present implementation of the encryption and authentication parallelization based on 
OpenCL. The main work of this thesis is as follows: 
(1) Base on OpenCL, we implement the block cipher algorithm of AES, Serpent, 
Twofish and CAST parallel. By the optimization of algorithm, across memory and 
kernel parameter, we separately achieved 1318MB/s, 1255MB/s , 1354MB/s and 
1281MB/s throughput. Then we test on AMD X4, Intel i7 920, single core AMD 
HD5970, compared with the serial programming CPU, our implementation obtained 
2~4 times speedup in mult-cores CPU, and 17~80 times speedup in GPU. Compared to 
other known parallel implementations of block cipher algorithm, our implementation 
can use in different platform, and have better portability and versatility. 
(2) Based on OpenCL, we implement the password recovery for Microsoft Office 
PPT2003, WORD2003, Office07, PDF, RAR, PGP Disk and Truecrypt parallel. 
Compare with serial model, our implementation obtained 1.6~10 times speedup in 
mult-cores CPU, and 5~362 times speedup in GPU. We analyzed the security of the 
password-based authentication mechanisms, and found that encryption algorithm and 
it’s key length, hash function iterate c, length and charset of the password influence the 
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